APTLHS HOHEEM

ZombieZERO Security Solution

N-"cons

AL K|/




CONTENT

D =z1== Moy 22

O xsy o

2
74

O



APTLHE HOHEEZM | ZombieZERO Inspector

S/tkl= AO|H 53

2L 0|%
e/ HA 257 S7t2 2lsto

S HAYo
20204
Sonicwall&HE

A=
UEEIS eI
20204

43%%t
#AIOZ Hof
20194

© NPcore, Inc. All rights reserved.

MHE HOto| X|CH 2|2 APT(Advanced Persistent Threat)

= 1— —-

= 1 O
OIFIX|X| 42 Al/HZE OMMTC 719 MHEIO|L} HIAIO] Qi H|&IAL sHojo] =74
(Ransomware / Backdoor / Bootkit / Exploit S)

ofi717} Ciefet HOot [@E &4 7I-0IU X2 HERIIM XEH2= Tot= 54
o

0

A1 2
298

AP

OLE[HIO|2{ A= A|TIL|X 7|HHo| IfE O§E WAloZ
20 ofEst0] Tl AGF =02 tiSots| =0

AHE AITLL 2 SO oS

03'_['

L

Anti-Virus

Known Mal?/’vh

UnKnown Malware

GDOﬁ]\ﬁ

9T

N?core



Email, UIERZ, Endpoint 52| C}st F
LHF 2 E SFotAL HdAN A

26 BAr @7

&
D
=3
s

i

99% FHAIZ Ad

e A7 29 C&C EAl SpAL GIO|Ef F2 EO|E
. — BT O AL
4 =
"" : HHE- O AlaH
2HA19)0f = e
2+ A|AE

© NPcore, Inc. All rights reserved.

opyaC UAXIXIS SFYAS(APT)

FAHE g A X|Yat ==|SHE A2l
FAQ| Ch P e e v | A
UM X4
72591 Ransomeware / Bootkit /
oM AL [|XICI Backdoor S
= AH:::Ol ur7:|5|o.|5
ME WA

10% EiX|E =tM
(A30] Et°*z.*)

BEFTISK SR 2 Tl BB 7Y
El-il

=

7190 RIH Kt 2 5

He 23

28 AAY s 25,

71 38 Kt e

N?core



CONTENT

MITRE ATT&CK =&
T B HE 24

==8 "X IjH



2. EH[H|=

c
7 laj
L} 1 g_
= oA u o
AMHE ol (2 £2M ZombieZERO g
b2 %
i Zombie ZFR S T
RO : wwww
T s -,,;
~ -l i
1 R 7Y JHAT Al 23| WX TSE ECSC 24| =
AV/HE/SH/HT S CHRHY EXI/24 2| MHAIL SUSH S5 Yol 24 AT WSS AO|HOIHHIE] Yara Rule 1S
B3 MITRE ATT&CK 25 +X M8 JRE ) 10C Eix] / &2t ui
MITRE ATT&CK 25 / 44 SEE HMS 23 M IIBEES ALESHAIAY 21 |OC ZIGHK|E EfX| / AGHEHE 20 27 HHOY

© NPcore, Inc. All rights reserved.



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

R M= 7L - HESITAPT ’ ele;

- HEYT ENLS JAHCE 0[R510] 25T, 0[0f CHE ANTES EIX|/SAI510F XITH
C&C Mt F2 U OFTIT B AJO|E URL R4 XITHS AAIZHAIEE

H=

F/W

[ 1 L

@

(11
b3

’ N

IR . ¢ b
1 \

[l [}

1 1

\ ]

\ /

\ ’

0|2 {3

....................... »
2 XH %
LEEECI — = e AN
.
Switch ‘.J \

Connection Block

| I | I | I By ZombieZERO Inspector

Block

AEXHPC

N?core

© NPcore, Inc. All rights reserved.



2. EN=

- O[S SN RUSHS AYTE HXI/RITISH= MTASL APT S &2
0/ AT 9 URL 24 5 HAIID HIUMHIZ Tz

ATHRICH ‘ \ ‘ MEX} \
S mY > e > > ] MY A ) > \ "ee J
= =20

ZUg ol

O HYMHZE HE
m ot O|H[Y EX| Al

BRIRIO Ol ZE W
B2}

© NPcore, Inc. All rights reserved.

N?core



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

NS 702 - TUAPT

- YU HTM GS510] O 710l IRl
- ENE IS 22510) HAOS HLHE D OO X

szcum-:@nz

)
olE{L ot bt
SQISOFT 3015
S CH7 |
SECUEVER 2y o
*-JIOnLAB H
P
17 ; QU= BAM File APT(2t217) ]
i[ ofyd B 301
m 1 Zombie ZERO == el ol 20|
i : AEE] noie: ZER 1] ] 20|
“'l— | Bu/o el 22
B Ui B

14
40
o

ALEXIPC

© NPcore, Inc. All rights reserved. N,CORE



*  Endpoint(AF2XHPC)EH0)| M APT 22 EXX|/Xt £2M

- Q0] / A S ClRISH Ot AR MO 0| BA 20 Tt

’

T 4

ZombieZERO

Manager

ZombieZERO
EDR

© NPcore, Inc. All rights reserved.

_13_

10C 715t 913 &9 EX|
(MITRE ATT&

O
AN
AL
i

2. EHN=

Q0

ALBXF PCOYl 4177 T 99} 2 A

=4 MHZE I P2

B4 MY Z2 Thel A
obY M B KTt/ 22

0C 718t /3 39 K| EX

(MITRE ATT&CK 25

N?core



=

o
APT

o
APT

EDR
(PC/Server)

SECaaS
(Cloud EDR)

© NPcore, Inc. All rights reserved.

oy TET}

HIEQIEE HEZQIET}X|

TEA 7Y

0 ]

Switch

FUE = A= Ot 20| 2248 AR0| 7s L.

Bl=

2. EH[H|=

Email APT
+ MTA

Zombie ZERO

QIEHY Mt
Mirroring
=- TAP
o)
Switch [
AL8XLPC / MH I
DO —e—t=—F
o O— rene I O— viime o
" OlE{ITY T I mns Gt
Switch K= AA M H I A=AAMY Switch
I
I

File APT(Z<iA))

N?core



2. EH[H|=

APTIHE HOEEEM | ZombieZERO Inspector

» AZLXN/HE/SMEM S| LXK E2 AMTE CIXIH 2N
Black List Anti Virus Yara Static Sandbox reputation

HASH » () Bitdefender > {} > ‘ P o >]VIRUSTOTAL

vmware
YARA

User Black AV Engine Yara HHEM

N?core

© NPcore, Inc. All rights reserved.



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

S

= Yara Rule 7|2t BX 242 0|83t op T E4X)
- NS BT QB TRAOIIZ OIS T A3 U a9 54

Ol

oF 10,000047H O[Af2| Yara H|m

rule CEO_Fraud
{

o v - 25

meta:

=
author = "Natalie"
odd R d date = "11/06/2018"
, X description = "This is a basic YARA rule for CEO fraud."
. —_ — strings:
o e $text_a = "wire transfer"
- "m ©w : $text_b = "CEQO"

-
k $hex = { E2 34 A1 C8 23 FB }
=

YARA condition:
$text_a or $text_b or $hex

XO-II'I

AT
1z
A
0
=
i
HI
1x

Sandbox 2t0]] sl 0S| A

© v @ v
vmware )) Ofﬂce ﬂﬂ |||E nim
SR '

© NPcore, Inc. All rights reserved. N,CORE

12
0Xx
0?:':'
Jo
A
1%



2. EHN=

APTLHE HOHEEZM | ZombieZERO Inspector

EXI-7R0A 251K

Zp

Real Machine Virtual Fake Real Machine
BFEBFBFF000306C3 OFABFBFF000306C3 BFEBFBFF000306C3
Physical CPUID Running Inside Hypervisor Running Inside Real Machine
2|¢MHAlS] CPUID 2 2
— — TIAL ﬂ T19 X 717
(EAX/EBX/ECX/EDX) tattl AR8E =711
+ 7pHAI9| CPUID BHE E|°E”3|'|’.“_|-°-I CPUID HEZ HA JMMHM 1QMHE =7|7| 52| 23| 2| 7=
« TR Q3| WR| 7|5 S510] AT THMAE RIMAIOR QIAJ5I0] Oy OIS Al

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

ZM | ZombieZERO Inspector

Xl- ECSC =AMl o=

O~ L-O

201841 SE| MTMAPDRHIZZ ‘gt TS e Quust o
Ng /371 /8 / 3% /RS %0| ECSC 9IS 4% B

¥ Hesenasy L comaaazns

A

S

P BoI=aas

®
N ERbira

JEDLLANAMIN OFFICE OF EDUCATION

KOSAF

-, TR YT

@ UTYAADSY

. DAEGA METROFOLITAN CFFICE OF EDUCATION

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

2E EX|_MITRE ATT&CK £2

» HZFSIE MITRE ATTRCK 250 9H= oFd FEO| FHH| 12|35 M
n OM'i:lI:O| 174 I:IH:H( 1%)0" [HOH %,Fﬂ }3

MITRE .
ATT&CK RIS B0 Lt 7| % o] SEH BLIERY

Adversarial Tacti echni W
&L.‘wv

© 06 0

RECONNAISSANCE WEAPONIZATION DELIVERY EXPOITATION INSTALLATION COMMAND & CONTROL ACTIONS ON OBJECTIVES
= = A =L = O =
=7| M A 2y 35 et Sy Y & SH RE EtH

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

A

£2M | ZombieZERO Inspector

TE E S
TS EX-oac 27 Sy 2

= OFA SHO| AN LSt SEX HIE

= EXE A EEE 0 Y 2 U= HOIXI(E D) MS

os olwe PO AMEN( 5 ELE YARA TRE
YARA MITRE

VbaMacroCode T1221

| @ hrips/managerspcore comyUyPop/Mitre/T1485 hemi - Chiome - o

@ https;//manager.npcore.com/Ul/Pop/Mitre/T1221 html - Chrome i
= lml * manager.npcore com n =L O O . T
A I Aste Qsf Uz} =l G0|E

e = =g| =ol
Ransomware Injection £ 34 HEs ¢

Microsoft2] OOXML (Open Office XML) At2F2 Office 2M (docx, xlsx, pprodil tHEH XML 7|2 E2

O] 4! (doc, s, ppt)2 CHAZLICH OOXML Zre BEM7F dE s Yalg 4T

She TEZIISHs CHeh XML 2 248 ZIp 0171022 gL [T

e

Excel.exe

A 0| Ha|EA

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

ZM | ZombieZERO Inspector

S& 53 -224 &x| e

- 2 Y I2HIE 20| AHO|E X/

= POl et SA 718 XIA(HY QIR TA)E &Eot S

Pattern, Rule, Detect, Malware

United States 167794
Russian Federation 27473
Germany 21267
United Kingdom 12870
Netherlands 12173
China 11903 -
cos A
4 __:(.bx_,_l
Canada 7494 i f \ nonnnnan
f -+ )\ 5]
A 1 £ - =
Japan 7402 (J—¢ o—{( ) OB
T L& ] 7 |=|B
-‘c-" \ | I 3
France 5916 R P o rerrr—
o “‘*:.-\_-‘(_'-,_Zi}jgf | N |UJ'LL”' ooo
Romania -
@ MALSHARE 5 Bitdefender ) SHobaN > VIRUSTOTAL

Sp\lse Sign (c-Gas EECEREES B I D& EEEEEEE N

© NPcore, Inc. All rights reserved. N,CORE




2. EH[H|=

- JHSEIES 0SB 4T U T HEE

=
n2Ezx
533
wrre | Fe LPOP3
R =
SMIP i AP
A A

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

S -HIERIFAPT

-
Id
H1

=
E
I2 py
N

>0
X ot o
N

ot 0
MHI -0
N

o
gl

I Rt

2T 78 HE B

¢ HEYTA TS XEE0A AAZHEIOJEIS 47, SLIC| £ AEROR BiB1H0] £ HIOJELS] AR EZAIS Bt 17 495
¢ LirE YUTS D O|CL TH0| EfIAY
+ XE5E TH5O2 CPU 617+ 35| RS A0 OHZ2I701M A5 71

Xf24 : 1GbE 4port /10GoE 2port / 10GbE 4port

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

- CHUTIO|A] A | 2H99)0f 3] SR/t

» ABHHE 7|58 E5l| 4S5 OFU0tH AlSH 2 BitdefenderQ AV 7|s X9

O [Sh

TR0 AR EIXYAICH
A7 FRIRIRO] SIS EfX 5101 Rt
IOl OS5}l QIR LS

ZeroTrust HOt

Al IfRI0] 0| FE= Of5 Ifol 413t A|

20| HtS BRI A M= 2 H=2=

f— Bitdefender2| AV 7|5

2 8| Bitdefender®] AV 7 1= X1
OSTTO| ABHAFH EIX|

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

HOKEZM | ZombieZERO Inspector

APTLHS
= IIQ HHX XIXO| 27t Qb T2 MA T} K 5t 4 Ol HOFZ [0y I HHYS
= 712 C2O[HTHOIMO| 8] Ao 2 OfEa|AH0I7E = O|4ret s Kot Gl
AAJZF 27 ol

Q! OJHx AAIZH
*7|- HHOH

M=M= N

el
PLE
EDR2 AMIEE AMO| B X|/XICHS= HOEEEM 0| X| T,
A7} HH =2 EJ H EH St I‘|E EOl‘o X-I 5k
N2core

NPcore, Inc. All rights reserved



APTLHE HOHEEZM | ZombieZERO Inspector

= 10C FAl QIEI2|HA KBS S5t A QB EX|
mEgA, KA $9|0] 3t

= AEAEHESIHERD, IE

HEXZ, 0t Z2=A|L, HXIAEL] AR §X

2 0O

o
O W O

Monitoring and Detect

=

© NPcore, Inc. All rights reserved.

2. EH[H|=

Q0

Ef2) : Process

Create
2068
C:\Windows\System32\svchost exe
1586835082f632dc8d9404083bc16316
2296
C\Program Files (x86)\Google\Update\GoogleUpdate exe
59ea38acbca05610bfee326da3i2dI6h
"C:\Program Files (x86)\Google\Update\Google Update.exe" /ua finstallsource scheduler
nuil
null
A59819EC07998E50C0797171EB280E3C
[ |

MITRE £ Tactics
Etel - File
2652
C:\Users\npcore\Deskiop\ 12 & Zgocleansetup151.exe
9608c9c4e31260748756106391508941
Write
Cr\Usersinpcore\AppDatall ocal TempinshCAAC tmpiUserinfo.dil
A59819ECO7998E50C0797171EB280E3C
MITRE el Tactics
T1204 User Execution Execution
Et2! : Network
2560
C\Program Files\Google\Chrome\Application\chrome.exe
2a2e522a405Cb5329503502¢c4M6ca39
HTTP
www.ten-1097_comwww._ten-1097.com /ajax jongmek_list.php
107.194.131.98
A59819ECO7998E50C0797171EB280E3C
MITRE o] Tactics
T1041 Exiltration Over C2 Channel Exfiltration

% 10C ZloiX|® EIX| 23

N?core



2. EH[H|=

APTLHE HOHEEZM | ZombieZERO Inspector

M5 71 2% * ole

APT B A OLYTIE E4%|- 24

X L-L-O
- EYTRE AETIENIN| Lot K220 75 715
- Biop|Rte] At EIR/2MS o101 OITCN CHS/AIE
- AV/EEYSX/HE S CIRI 24 715 H3
+ Yara Rule 7|5t S| 2412 0[5t ot THE! £
- NS} SR QARSH 7RIS OISt IR AlsH 91 3i0) 2
- MITRE ATTRCK 22 L OF 52 MRS E5HQINTCE 27 Sl Mt KiZ
4 TIZ TIREES AJSSt ugis MPIR 48 X 15
- 10C SR QIEIRIFA MBS S5t AN| 93 EIX|

- IfQU B RJH0| 471 Ut TRMAT} S 84 Qi HOHBCIO| A2t Ry

TR MIEHEA S5 5 AJARY
- 7T MEEIA SHEAM AARS Sofi il HERR 2tE0M 247 |5 Mis
- QS X SFE0IM 25 RO IE 71 XA 2 ol £F24 715 X1

- 7FHA LB 7 [5S St 2P T St SX | 2A Kis

- et Windows OS HIZO| HHESEA i X7 S |0 407 MEEIA W TS

A APIE StHEXIE &

=200
- LIS AVRIFEIBit-defender)S &S0t 2Tl kT 0 Lot HE BIXI/AIE 7Is
. T AJOHHOFMIE ECSC 2] YARA Rule 5
- U X S22 IfH HSS Sot BT 24Ut HI0[2A EES O0I8et 3/t 2 Vs

o= o

St #e|E SeHd HES

- BN HTM HIZ (Doc, Excel, PDF)

- CACS S 2h2| A 51025 ObM TIjel 52 343t 259 OJHIE, B3t &K Mot 7S
- QO HOLOHIE 2l A| 22l (E-mall, SMS S) Hi=2

- Syslog = 0123t BHF| 22M110| OIS 7|5 KiZ

© NPcore, Inc. All rights reserved. N,CORE



APTLHE HOHEEZM | ZombieZERO Inspector

7| 1t

Security Profit
CHRH EIX)/2A ZBAL CHH|
TP 23] X SIEIESEIE=S

SISt - E0L %
detot ZM-HISS= R
CIRIO| BIX|/ 24 7|5
7HHAE 0|83 e 24
M R2EX| 715

© NPcore, Inc. All rights reserved.

2. EHN=

° &, A s

Flexibility Safety Innovation
TR AJO|H{OHHMIE] 2% HME JSHE MITRE ATT&CK £8
ECSC 24 915 I0C ZHXIE X MAZH£7F Y
WS ECSC 24! 91 HEY U TR B
w5 ALO|HQHHME] ECSC L2EME JISHE AR
Yara Rule 24! ¢I= MITRE ATT&CK / 24 39| 525
= 3 ==2 IiH 2t0|2 HH|0|E |OC ZIGHXIE X / HA[ZH =2t
N?core



CONTENT

|
wir
ok
Klo
(o)

A

e

i0j0
104
ol
80

A
M



APTLHE HOHEEZM | ZombieZERO Inspector

o)l=0l ES
O X mM

ZH CCQIE / AU CCQUS / GSAB B R
0

Ol= £5] 24S Zatet 122

SEE /

= “ZombieZERO Inspector V3.0” ZLHCC EAL2 QI

= “ZombieZERO Inspector V3.0 GS 215

= “ZombieZERO Inspector V4.0” =H|CC EAL2 QI

= “ZombieZERO Inspector V4.0” GS 1=

y
?/ZELHQI EsS=-124 |

APPARATUS AND METHOD FOR BLOCKING ZOMBIE BEHAVIOR PROCESS
MALICIOUS CODE DEACTIVATING APPARATUS AND METHOD OF OPERATING THE SAME

- Op TS XITHHA| L 0Jo] S3 Y]

A F N A

ZombieZERO Inspector V4.0

Y N9Y A5 FAA 9A e W%t

L L DUy
o = : ;E A moIEN
T 21 5 A ] rrEREdaEN T2
)
- ZombieZERO Inspector V3.0

ktl

............

© NPcore, Inc. All rights reserved.

N?core



APTLHE HOHEEZM | ZombieZERO Inspector

=

-

E
~
19
=

I

of, @a/|& A 2R

> =1

= B I III I S Your Best Credit Partner

=% Loumnzaws  IF exygEe G ECNSus
. F{AFLE 29Ar=

S mmzemge The-f¢ i, R Y Mo EHA| \Q” R < BI=E
o ~-o si=nA2AR S P == a W GYEONGNAM GYEONGSANGBUK-DO
T Heneasy G rermiasy Gusyeesy 0 g B¥ESEAY (guedmasy 0 @ UT¥OMmsy
=~ TE5 n G 4 or = -
Tirayun KGl,!__] ¥7Icieta @ sadaqqYn QosBrz2 BNILZ'&2% 389213

> 8 SFEEN
™ O B[Of 6 !
DRASH JAL( LS () zauzua Meolzsl

Royal Vietnam Posts N . —
1 OOE0e v Mala!;sia (t and Telecom Crypt‘;lgertan:t:; N S .
RIS Police Group University wr 2PTY
Kamisu City Hall, Japan VNPT

© NPcore, Inc. All rights reserved. N,CORE



APTLHE HOHEEZM | ZombieZERO Inspector

AMTH= oot MEHSL o1 228 EEA [PE7|1F2= oot A UL

- —\I
e, ‘Eﬁ iTwin Y PIOLINK

@
® \
/ Smoigl FQE O|EI, TO|QYT S Q43 S}
H SO Ty

HiE | : #ois 55101 32, 719, 38 S
@0z S
®ri=t ol
A\
© 2ot CYRQE beyond Spr
- — eyond (O Sery
t b _ _ -
Sl 2H| CCOIE EIS U 245t IIEL| A4S Satof
el TS 9lst 2TAY 55 U 7)3lY
o = —
x1|4g| & ggg’ == Qat A7 XK el HIEH0) XIAE 3, 22I0INOL QIZHAL, OI,
HIEE S o9l EBASL Al HZ. FEES AlZo)

o D J|E 12 Bk s SMAISS S510] #X|Y

UY U J|IR EHE Sot HE HY 2 Y Yat

N?core

© NPcore, Inc. All rights reserved.



Wwww.npcore.com

¥ 0

{0}
™

THANKYOU

HEAD QUATER
ISBiz Tower 1001, 26, Yangpyeong-ro 21-gil, Yeongdeungpo-gu, Seoul, R.Korea
Tel : +82-2-1544-5317 Fax: +82-2-413-5317 Email : ceos@npcore.com

SUBSIDIARY
1801 Research Blvd Suite 570 Rockville, MD 20850

BRANCH

3rd floor, number 138 Hoang Ngan street, Trung Hoa ward, Cau Giay district, Ha Noi city
Tel: +84-4-3837-8554 Fax: +84-4-3837-8556

N?core



